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Part 1. Introduction 
 
Improving an organization’s security posture can be a daunting task. Conducted by Ponemon 
Institute and sponsored by ReliaQuest, the research reveals that security leaders are committed 
to being risk-oriented and strategic but lack the fundamentals needed to achieve this objective.  
 
More than 1,000 security leaders were surveyed in the United States (632) and United Kingdom 
(391) who are familiar with the organizations’ security operations and strategy. Participants in this 
research are knowledgeable about their organizations’ efforts in attaining a risk-oriented security 
posture. Most respondents are involved in implementing solutions (61 percent) followed by 
evaluating solutions (48 percent). This report presents the consolidated US and UK research 
findings. 
 
Senior leadership and the board of directors are ill-informed about security risks facing 
their organization.  As shown in Figure 1, only 37 percent of respondents say they are tracking 
the right security metrics to be able to communicate risks easily and accurately to the business 
executives and board. As a result, only 31 percent of respondents say senior leadership and the 
board are tracking cybersecurity risk as a business risk 
 
Figure 1. Organizations lack the metrics needed to create a risk-oriented security posture  
Strongly agree and Agree responses combined 

 
Respondents are committed to a stronger risk-based security posture. Priorities for 
respondents are the ability to migrate applications to the cloud securely, implement an integration 
strategy to drive holistic visibility across security tools and develop metrics to align security and 
lines of busines with the organizations’ business goals. 
 
The following findings reveal why organizations are at risk and indicate the opportunities 
for improvement. 
 
Risk management programs are not properly assessed and measured. Fifty-eight percent of 
respondents say their organizations lack a risk management strategy and decision-making 
structure in their organizations. As a result, another 58 percent of respondents say the number 
one reason they are vulnerable to a data breach is because their organizations lack a well-
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defined security and risk management program. Only 29 percent of respondents say the risk 
management program is assessed by lines of business and aggregated and reported across the 
entire organization. 
 
There is a lack of visibility throughout the enterprise. Fifty-eight percent of respondents say it 
is difficult to protect business-critical assets because of the lack of visibility and blind spots in 
coverage. Sixty percent of respondents say their organizations lack integrated visibility into cloud 
and on-premises solutions. This is considered a significant obstacle to having effective threat 
detection and investigation practices. 
 
Security teams find it difficult to achieve efficiencies in the detection, investigation and 
response to security incidents because of the numerous tools and technologies used. 
According to the research, there are too few people who are responsible for too many tools and 
technologies used for threat detection. According to the research, 46 percent of respondents say 
one staff member could be responsible for between 4 and 10 tools. Eleven percent say one staff 
member could be responsible for more than 10 tools. As a result, it can take an average of 18 
hours, or more than two days, to detect, investigate and respond to a security incident. 
 
Metrics used are not able to reveal the risk and support a risk-based management 
program. Sixty-four percent of respondents say there is a lack of standardized metrics to 
measure progress in the risk management program.  Only 36 percent of respondents say their 
organizations have visibility across the IT environment, including on-premises and cloud are 
measured. 
 
Confidence in the security of the cloud is low. Less than one-third of respondents say they 
are confident in knowing all cloud computing applications, platforms or infrastructure services in 
use today. Sixty-two percent of respondents say coverage gaps and lack of visibility make it very 
difficult and complex to secure data and applications in a multi-cloud and hybrid environment.  
 
Fifty-one percent of respondents say misconfigurations in cloud implementations make 
organizations vulnerable to a data breach. Only 19 percent of respondents say their organizations 
measure the lack of integration due to disparity of cloud environments. 
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Part 2. Key findings 
 
In this section, we provide an analysis of the research. The complete findings are presented in 
the Appendix of this report. We have organized this report according to the following topics.  
 
▪ Security risks that security leaders are most concerned about 
▪ Steps taken to assess and measure risk 
▪ The effectiveness of security incident detection 
▪ Security team efficiencies 
▪ The need for a risk-based management strategy in the cloud 
▪ Special analysis by industry, staff size, headcount and role 

 
Security risks that security leaders are most concerned about 
 
Migrating applications to the cloud securely is the number one security priority for 
organizations. Figure 2 presents the top 5 security priorities for the next year. Security in the 
cloud is the number one priority (57 percent of respondents) followed by visibility across security 
tools (50 percent of respondents).  
 
Almost half of respondents (49 percent) say they are making the development of metrics that help 
align security and lines of business with their organizations’ business goals a priority. As 
discussed previously, few organizations are tracking the right metrics to convince leadership to 
view cybersecurity risks as a business risk. 
 
Figure 2. The top five security priorities  
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Security leaders are most concerned about the loss of their organizations’ personally 
identifiable information (PII). Figure 3 presents the top five concerns. As shown, 52 percent of 
respondents say they worry most about the possible exfiltration of PII followed by disruption via 
ransomware (50 percent of respondents) and exploitation via phishing (48 percent of 
respondents). 
 
Figure 3. Risks that security leaders are most concerned about 

 

A recurring them in this research, is that the lack of visibility is a significant challenge to 
having a risk-based security posture. Figure 4 presents the top four reasons why it is difficult 
to protect business-critical assets. As shown, 58 percent of respondents say business-critical 
assets are difficult to protect because of the lack of visibility and blind spots in coverage. Fifty-five 
percent of respondents say it is the inability to identify and evaluate high value assets that need 
protection. 
 
Figure 4. What makes protecting business-critical assets difficult?   
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Steps taken to assess and measure risk 
 
The biggest obstacles to achieving an IT security risk management program are the lack of 
standardized metrics to measure progress and lack of a risk management strategy and 
decision-making structure. Figure 5 shows the top five obstacles.  As shown, 64 percent say 
progress is difficult to measure because of not having standardized metrics to measure progress. 
Fifty-eight percent of respondents say there is no risk management strategy and no decision-
making structure. Once again, the lack of visibility surfaces as obstacles, according to 56 percent 
and 42 percent of respondents. 
 
Figure 5. The primary obstacles to implementing an IT security risk management program  
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According to NIST, an IT security risk management program supports processes to manage 
information security risks affecting operations (including mission, functions, image and reputation 
assets), individuals, other organizations and the nation. Risk management includes establishing 
the context for risk-related activities, assessing risk, responding to determined risks and 
monitoring assessed risk over time. 
 
Figure 6 presents various risk and security management frameworks that organizations have 
implemented or plan to implement in the next 12 months. Only 38 percent of respondents say 
their organizations have adopted the NIST Cybersecurity Framework (CSF) and only 32 percent 
of respondents say their organizations have adopted the NIST Risk Management Framework 
(RMF) as described above.  
 
Figure 6. What risk and security management frameworks has your organization 
implemented or plans to implement?  
More than one response permitted 
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As shown in Figure 7, only 23 percent of respondents consider their organizations at an 
advanced stage to be able to hunt for threats and be proactive. Sixty-one percent of respondents 
admit there is progress to be made in achieving more maturity in their organizations risk 
management programs. 
 
Figure 7. Maturity of the risk management program  
Only one choice permitted  
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Despite the difficulty in protecting business-critical assets because of the lack of visibility 
and blind spots in coverage, only 36 percent of respondents say they are measuring 
visibility across the environment, including on-premises and the cloud (Figure 8). The top 
metrics used are the number of vulnerabilities and patches applied (62 percent of respondents), 
number of security incidents or alerts per day (55 percent of respondents) and a risk score based 
on impact to operations such as downtime, time-to-patch, etc. (53 percent of respondents). 
 
Figure 8. What metrics does your organization use to understand its security posture?  
More than one response permitted 
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The effectiveness of security incident detection 
 
A well-defined security and risk management program could reduce the probability of 
experiencing a data breach. The lack of a well-defined security and risk management program 
is the number one reason organizations are vulnerable to a data breach that may involve the 
exfiltration of PII, according to 58 percent of respondents (Figure 9). Organizations are also at risk 
because of the lack of visibility created when cloud environments have been adopted (54 percent 
of respondents) and misconfigurations in cloud implementations (51 percent of respondents). 
 
Figure 9. Why organizations are vulnerable to a data breach  
Four responses permitted 
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Effective threat detection and investigation practices require integrated visibility into 
cloud and on-premises sources. Figure 10 shows the top five challenges or barriers to 
implementing effective threat detection and investigation practices.   
 
As shown, 60 percent of respondents say the challenge to implementing effective threat detection 
and investigation practices is the lack of integrated visibility into cloud and on-premises sources 
and 56 percent of respondents say it is the inability to ingest data sources into existing SIEM 
because it is too expensive.  
 
A contributing factor to the difficulty in having an effective detection and investigation practice is 
the complexity of the security stack due to having too many tools, according to 44 percent of 
respondents. According to the research, security teams on average are dealing with six security 
tools and technologies for threat detection and investigation per incident. It takes an average of 
18 hours or more than two days to detect, investigate and respond to a security incident. 
 
Figure 10. What are the challenges or barriers your organization faces to implementing 
effective threat detection and investigation practices?   
More than one response permitted 
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Respondents were asked to rate the tools used in threat detection, investigation and response on 
a scale of 1 = least effective to 5 = most effective. According to Figure 11, the top two tools are 
endpoint detection and response (EDR) and SIEM, while SOAR and breach and attack simulation 
are falling short of expectations. 
 
Figure 11. Effectiveness of tools used in threat detection, investigation and response  
On a scale of 1 = least effective to 5 = most effective 
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Lack of visibility and complexity reduces the ability to secure data and applications in the 
cloud and respond to incidents in a timely manner. According to Figure 12, 62 percent of 
respondents say coverage gaps and lack of visibility make it very difficult and complex to secure 
data and applications in a multi-cloud and hybrid environment.  
 
Sixty-one percent of respondents say disconnected point tools make it difficult to access security 
status, detect cyberattacks or respond to incidents in a timely manner. Only 40 percent of 
respondents say their organization has 360 degree visibility, including on-premises and cloud of 
the relevant data needed for detection and investigation of threats. 
 
Figure 12. Perceptions about effectiveness in detecting, investigating and responding to 
security incidents   
Strongly agree and Agree responses combined  
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Organizations struggle to reduce the consequences of threats and keep up with tactics 
used by cyber attackers. Respondents were asked to rate the ability to respond to threats 
across their organization, including multi-cloud and hybrid cloud environments as well as the 
ability to detect and investigate threats across their enterprise, including multi-cloud and hybrid 
environments confidential information in the cloud on a scale of 1 = low ability to 10 = high ability.  
 
Figure 13 shows the high ability responses (7+ on the 10-point scale). Less than half (49 percent 
and 42 percent of respondents) rate the ability to respond to threats across their organizations, 
including the multi-cloud and hybrid cloud environments and detect and investigate threats across 
the enterprise, including multi-cloud and hybrid environments’ confidential information in the 
cloud. 
 
When asked to rate the difficulty of monitoring cyberthreats, correlate cyberthreat intelligence with 
internal security telemetry or keep up with the tactics, techniques and procedures used by cyber 
adversaries’ infrastructure, 60 percent rate it as very difficult. 
 
Figure 13. Ability to respond, detect and investigate threats and the difficulty to keep up 
with tactics used by cyber attackers  
On a scale from 1 = low ability/difficulty to 10 = high ability/difficulty, 7+ responses presented 
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Security team efficiencies 
 
Visibility would improve the efficiency of the ability to detect, investigate and respond to 
threats but security teams are finding them hard to implement. Figure 14 shows the top five 
ways organizations can improve its ability to detect, investigate and respond to threats.   
 
As shown, 56 percent of respondents say improvements in visibility by integrating and providing a 
singular view across tools and 50 percent of respondents say increasing visibility into IT assets in 
the organization would make these activities more efficient. Another 50 percent of respondents 
say the automation of low level tasks, such as data collection, in order for analysts to focus on 
threat hunting and analysis. 
 
Figure 14. How could the efficiency of your organization’s ability to detect, investigate and 
respond to threats be improved?  
More than one response permitted 
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Automation can increase the security team’s efficiency, but security teams are finding it 
difficult to implement. As discussed, 50 percent of respondents say the efficiency of the security 
team can be improved by automating low level tasks (like data collection) so analysts can focus 
on threat hunting and analysis.  
 
As shown in Figure 15, 63 percent of respondents say automating tasks like data collection can 
make security operations more efficient and 52 percent of respondents say the team is spending 
too much time on data collection activities instead of threat detection and analysis. A deterrent to 
using automation tools, such as SOAR, is the difficulty in implementation (56 percent of 
respondents). According to the research (see Figure 11), respondents rate the effectiveness of 
SOAR much lower than EDR and SIEM. 
 
Figure 15. Perceptions about the efficiencies of the security team  
Strongly agree and Agree responses combined 
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More than half of respondents (51 percent) say the best way to manage risk and overcome 
resource challenges at their organizations is co-managing security operations with a 
security service provider.  
 
Forty-two percent of respondents say their organizations have engaged a MSSP or MDR. 
According to Figure 18, the primary reasons are to compensate for the lack of in-house expertise 
(42 percent of respondents), to operationalize proactive threat hunting (41 percent of 
respondents), to assist with the integration of tools (40 percent of respondents) and to perform 
tier one analysis (40 percent of respondents). 
 
Figure 16. What are the reasons for engaging a managed security services provider 
(MSSP) or managed detection and response provider (MDR)  
More than one response permitted 
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The need for a risk-based management strategy for the cloud 
 
Confidence in the security of the cloud is low. Organizations represented in this research use 
an average of three clouds and visibility into multi-cloud and/or hybrid cloud deployments is an 
average of only 39 percent.  
 
Respondents were asked to rate their confidence in the security of the cloud on a scale of 1 = not 
confident to 10 = high confidence. Figure 17 shows the high confidence responses in the security 
of their cloud environments. (7+ responses on the 10-point scale). Less than one-third of 
respondents say they are very confident in knowing all cloud computing applications, platforms or 
infrastructure services in use and confidence in the security of its multi-cloud and hybrid cloud 
environments. 
 
Figure 17. Confidence in the security of the cloud   
On a scale from 1 = not confident to 10 = high confidence, 7+ responses presented 
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Visibility and difficulty integrating data sources to gain visibility across these deployments  
are the primary concerns with multi-cloud and hybrid cloud deployments. As shown in 
Figure 18, 59 percent of respondents say it is the lack of visibility into cloud application data, 52 
percent of respondents say it is difficult to integrate data sources to gain visibility across these 
deployments and 51 percent of respondents say it is the lack of skills and expertise among staff 
are the top concerns. 
 
Figure 18. Security concerns with multi-cloud and hybrid cloud deployments  
More than one response permitted 
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Special analysis by industry, staff, headcount and role 
 
In this section, we provide an analysis of the findings according to industry, staff, headcount and 
role from two research questions: What are your organization’s top five security priorities? 
And, Which risk scenarios are of most concern to your organization? 
 
The following industries are represented in this analysis: finance and insurance, healthcare, 
professional scientific & technical, energy & utilities and wholesale & retail. As shown in Figure 
19, the highest priority for the wholesale and retail sector is to migrate applications to the cloud 
securely (63 percent of respondents), in healthcare organizations it is to implement an integration 
strategy to drive holistic visibility across security tools (59 percent of respondents).  
 
Professional scientific & technical places the highest priority on metrics that help align security 
and lines of business with the organization’s goals and the implementation of Zero Trust 
principles as part of their security strategy (60 percent and 53 percent of respondents, 
respectively). The energy sector prioritizes the enablement of DevSecOps practices (60 percent 
of respondents). 
 
Figure 19. What are your organization’s top five security priorities in the next 12 months? 
More than one response permitted 
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Compared to other industries, financial services is most concerned about the exfiltration 
of personally identifiable information (60 percent of respondents). As shown in Figure 20, 
Both financial and healthcare are most concerned about disruption via ransomware (55 percent 
and 53 percent of respondents, respectively). Healthcare and professional scientific & technical 
organizations are concerned about exploitation via phishing (53 percent and 57 percent of 
respondents, respectively). Wholesale & retail is more concerned about the disruption of a 
business-critical application than other industries. 
 
Figure 20. Which risk scenarios are of most concern to your organization?  
More than one response permitted 
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The following analysis is based on the number of staff members in the organization’s IT security 
function from 1 to more than 25.  
 
As shown in Figure 21, organizations with fewer staff members in their IT security function (less 
than 10) prioritize migration of applications to the cloud securely (55 percent and 61 percent of 
respondents). Organizations with 7 to 15 staff members prioritize are more likely to prioritize the 
development of metrics to help align security and lines of business with the organization’s goals 
(55 percent and 58 percent of respondents, respectively). 
 
Figure 21. What are your organization’s top five security priorities in the next 12 months? 
More than one response permitted 
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Organizations with 1 to 10 security staff members are most likely to be concerned about 
the exfiltration of personally identifiable information (55 percent and 60 percent of 
respondents, respectively) as shown in Figure 22. Organizations with security staff between 
11 and 25 are most concerned about ransomware (61 percent and 60 percent of respondents, 
respectively). Organizations with large security staffs (more than 25) are most concerned about 
disruption via DDoS and exfiltration of personally identifiable information (both 51 percent of 
respondents). 
 
Figure 22. Which risk scenarios are of most concern to your organization?  
More than one response permitted 
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The following analysis is based on organizational headcount from less than 1,000 to more than 
25,000 
 
Most organizations with a headcount of more than 1,000 are prioritizing the secure 
migration of applications to the cloud securely, (60 percent, 62 percent, 60 percent and 63 
percent of respondents, respectively), as shown in Figure 23. Smaller organizations with less 
than 1,000 employees are prioritizing the implementation of an integration strategy to drive 
holistic visibility across security tools, development of metrics to help align security and lines of 
business with the organization’s goals and the secure migration of applications to the cloud, (56 
percent, 56 percent and 50 percent of respondents, respectively).  
 
Figure 23. What are your organization’s top five security priorities?  
More than one response permitted 
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Organizations with a headcount of more than 10,000 are most likely to be concerned about 
the disruption of a business-critical application (52 percent and 51 percent of respondents, 
respectively), as shown in Figure 24. Smaller organizations with a headcount of less than 
1,000 are also concerned about the disruption of a business-critical application (52 percent of 
respondents). Organizations with a headcount of between 5,000 and 10,000, are concerned 
about ransomware and phishing (65 percent and 60 percent of respondents, respectively) 
 
Figure 24. Which of the following risk scenarios are of most concern to your organization? 
More than one response permitted 
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The following analysis is based on the role or position level of respondents. 
 
More respondents who are a manager of IT or ITS are prioritizing the implementation of 
Zero Trust principles as part of their security strategy (52 percent of respondents), as 
shown in Figure 25. Senior executives and C-level respondents are most likely to prioritize the 
implementation of an integration strategy to drive holistic visibility across security tools (53 
percent and 56 percent of respondents, respectively.  
 
Figure 25. What are your organization’s top five security priorities?  
More than one response permitted 
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C-level and IT or ITS are most concerned about exploitation by phishing (59 percent and 
60 percent of respondents, respectively), as shown in Figure 26. Directors are more 
concerned about ransomware (55 percent of respondents) and disruption of a business-critical 
application (46 percent of respondents). 
 
 
Figure 26. Which of the following risk scenarios are of most concern to your organization? 
More than one response permitted 
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Part 3. Methods 
 
A sampling frame of 27,372 experienced IT and IT security leaders located in the United States 
and the United Kingdom were selected as participants to this survey. To ensure knowledgeable 
responses, all participants in this research are familiar with the organizations’ security operations 
and strategy. Table 2 shows 1,136 total returns. Screening and reliability checks required the 
removal of 113 surveys. Our final sample consisted of 1,023 surveys (3.7 percent response rate).  
 

Table 2. Sample response FY2021 Pct% 

Total sampling frame           27,372  100.0% 

Total returns              1,136  4.2% 

Rejected or screened surveys                 113  0.4% 

Final sample              1,023  3.7% 
 

Pie Chart 1 identifies whom the organization’s top security officer reports to. Thirty-two percent of 
respondents indicated their top security officer reports to the chief information officer. This is 
followed by 15 percent of respondents who identified the chief technology/strategy officer and 13 
percent of respondents that stated they do not have a CISO or VP of security. 
 
Pie Chart 1. To whom does your organization’s top security officer report?  
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Fifty-nine percent of respondents are from organizations with a global headcount of more than 
2,500 employees, as shown in Pie Chart 2. 

Pie Chart 2. Worldwide headcount of the organization 

 
When respondents were asked how many staff members are on the security team, 26 percent 
indicated between 1 and 3 members, 25 percent responded 4 to 6 members and 25 percent of 
respondents indicated between 7 and 10 members. 
 
Pie Chart 3. The number of staff members on the respondent’s security team 
Extrapolated value = 8.7 
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Part 4. Caveats to this study 

There are inherent limitations to survey research that need to be carefully considered before 
drawing inferences from findings. The following items are specific limitations that are germane to 
most web-based surveys. 

 Non-response bias: The current findings are based on a sample of survey returns. We sent 
surveys to a representative sample of individuals, resulting in a large number of usable 
returned responses. Despite non-response tests, it is always possible that individuals who did 
not participate are substantially different in terms of underlying beliefs from those who 
completed the instrument. 

 
 Sampling-frame bias: The accuracy is based on contact information and the degree to which 

the list is representative of individuals who are IT or IT security leaders. We also 
acknowledge that the results may be biased by external events such as media coverage. 
Finally, because we used a web-based collection method, it is possible that non-web 
responses by mailed survey or telephone call would result in a different pattern of findings. 

 
 Self-reported results: The quality of survey research is based on the integrity of confidential 

responses received from subjects. While certain checks and balances can be incorporated 
into the survey process, there is always the possibility that a subject did not provide accurate 
responses. 
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Appendix: Detailed Survey Results 
 

The following tables provide the frequency or percentage frequency of responses to al survey 
questions. All survey responses were captured in July 2021. 

Survey response Combined 

Total sampling frame 27,372  

Total survey returns 1,136  

Rejected surveys                   113  

Final sample  1,023  

Response rate 3.7% 

Part 1. Screening 
 

S1. How familiar are you with your organization’s cybersecurity operations and strategy? 
Combined 

Very familiar 40% 

Familiar 32% 

Somewhat familiar 28% 

Not familiar (stop) 0% 

Total 100% 
 

 

S2. In which of the following ways are you involved in the planning and purchase process 
for IT security products and services for your organization? Please select all that apply. 

Combined 

Determine and define the business need 39% 

Determine and define the technical requirements including architecting solution 42% 

Evaluate solutions 48% 

Recommend and select vendors 44% 

Sell internally (e.g., outside of the IT or security team) 28% 

Approve/authorize purchases 20% 

Implement solutions 61% 

None of the above (stop) 25% 

Total 307% 
 

 

S3. What best describes your organization’s primary industry classification? 
Combined 

Finance and insurance services 16% 

Healthcare 21% 

Professional, scientific and technical services 24% 

Energy and utilities 12% 

Wholesale and retail trade 9% 

None of the above (stop) 18% 

Total 100% 
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S4. What organizational level best describes your current position? 
Combined 

Senior executive/VP 8% 

C-level (CIO, CISO, CSO) 13% 

Director – IT/Security Operations 30% 

Manager of IT/Security Operations 32% 

None of the above (stop) 17% 

Total 100% 
 

 

Part 2. Integrated view of risk 
 

Q1. What are your organization’s top three security priorities in the next 12 months? 
Please select only five choices. Combined 

Develop a risk-reduction program and practice  31% 

Reduce complexity of operations including consolidation of tools 
29% 

Implement an integration strategy to drive holistic visibility across security tools 
50% 

Identify our organization’s high-value or most critical assets 39% 

Implement Zero Trust principles as part of our security strategy 48% 

Implement SASE (Secure Access Service Edge) 34% 

Migrate applications to the cloud securely 57% 

Enable DevSecOps practices 49% 

Meet industry regulations and compliance (GDPR, PCI, HIPAA, etc.) 
28% 

Align and measure maturity against process models such as COBIT, CMMI, etc. 
26% 

Implement security automation such as Security Orchestration Automation and Response 
(SOAR) 21% 

Implement breach simulation (red team) practices to improve resiliency 
35% 

Develop metrics to help align security and lines of business with the organization’s goals 
49% 

Other (please specify) 2% 

Total 500% 
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Q2. Which of the following risk scenarios are of most concern to your organization? 
Please select your top five choices. Combined 

Exploitation via vulnerable systems 19% 

Exploitation via phishing  48% 

Exploitation via third-party vendor (supply chain)  41% 

Exploitation via physical access 23% 

Exploitation via wireless access 30% 

Exploitation via remote access 31% 

Lateral movement of the adversary  18% 

Dwell time of the adversary after breach 31% 

Disruption of a business-critical application 42% 

Disruption via ransomware 50% 

Disruption via DDoS 42% 

Exfiltration of personally identifiable information (PII) 52% 

Exfiltration of credit card data (PCI) 30% 

Exfiltration of health care data (PHI) 22% 

Exfiltration of intellectual property 18% 

Other (please specify) 2% 

Total 500% 
 

 

Q3. What risk and security management framework(s), if any, have you implemented or 
plan to implement in the next 12 months? Please select all that apply. 

Combined 

NIST Risk Management Framework (RMF)  32% 

NIST Cybersecurity Framework (CSF) 38% 

FAIR (Factor Analysis of Information Risk) methodology 28% 

OCTAVE (Operationally Critical Threat, Asset and Vulnerability Evaluation) 
14% 

MITRE ATT&CK 34% 

Lockheed Martin Kill Chain 35% 

CIS (Center for Internet Security) controls 18% 

Other (please specify) 3% 

Total 256% 
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Q4. As defined above, what best describes your organization’s approach to assessing 
and measuring risk in your organization? Please select only one response.   

Combined 

Our risk management program is assessed and reported across the entire organization  
38% 

Our risk management program is assessed and reported by lines of business 
33% 

Our risk management program is assessed by lines of business but aggregated and 
reported across the entire organization 29% 

Total 100% 
 

 

Q5. What are the primary obstacles to implementing an IT security risk management 
program at your organization? Please check your top four choices. 

Combined 

Lack of standardized metrics to measure progress in our organization 
64% 

Lack of a risk management strategy and decision-making structure in our organization 58% 

Inability to map findings to industry standard risk frameworks due to lack of data 41% 

Lack of visibility into risks affecting our organization 56% 

Difficulty in assessing third-party risk 39% 

Lack of or lenient BYOD and remote access polices 25% 

Lack of visibility and control over new technologies, including cloud, being adopted 
42% 

Lack of security awareness training 34% 

Baseline security controls have not been implemented 39% 

Other (please specify) 3% 

Total 400% 
 

 

Q6. What makes protecting your business-critical assets across your organization difficult, 
including in on-premises and cloud environments? Please select the top four reasons. 

Combined 

Lack of visibility and blind spots in coverage 58% 

Inability to identify and evaluate high value assets that need protection 
55% 

The cloud vendor does not provide granular visibility into their services  
32% 

Lack of integration across on-premises and cloud environments 43% 

Difficulty in controlling access to shared resources 39% 

Conventional security tools do not work well in the cloud computing environment 40% 

Difficulty in directly inspecting cloud providers for security compliance  
30% 

Difficulty controlling or restricting end-user access 26% 

Proliferation of shadow IT 51% 

Increased use of personal or company non-compliant devices (BYOD) due to telework 
24% 

Other (please specify)  3% 

Total 400% 
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Q7. What metrics does your organization use to understand your security posture? 
Please select all that apply. Combined 

Risk score based on a proprietary algorithm specific to our organization 
47% 

Risk score based on impact to operations such as downtime, time-to-patch, etc. 
53% 

Risk score calculated against our chosen framework 37% 

Risk score based on business impact such as revenues, customer turnover and supply 
chain issues 47% 

Number of security incidents or alerts per day 55% 

Number of vulnerabilities and patches applied 62% 

Efficiency metrics such as Mean Time to Resolve (MTTR) and Mean Time to Detect 
(MTTD) 41% 

Lateral movement of an adversary 12% 

Dwell time of an adversary/malware 34% 

Visibility across the IT environment including on-premises and cloud 
36% 

Reduction in false positives 35% 

Number of rules applied to security tools 25% 

Lack of integration due to disparity of cloud environments 19% 

Ability of tools to identify and detect threats 16% 

Other (please specify) 3% 

Total 521% 
 

 

Q8. What best describes the maturity level of your organization’s security and risk 
management program?  Combined 

Early stage – many security program activities or elements have not as yet been planned 
or deployed. 16% 

Middle stage – security activities are planned and defined but only partially deployed and 
able to react reasonably well to incidents. 

28% 

Late-middle stage – many security activities are deployed across the organization, and it 
is able to keep up with threats. 33% 

Mature stage – Core security activities are deployed, maintained and/or refined across 
the organization and it is able to hunt for threats and be proactive.  

23% 

Total 100% 
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Q9. What type of corporate data presents the greatest security risk to your organization 
when stored in a multi-cloud or hybrid environment? Please select only three choices. 

Combined 

Email messages 49% 

Consumer data 26% 

Customer information 50% 

Payment information 35% 

Employee records 39% 

Health information 17% 

Financial business information 32% 

Intellectual property such as source code, design plans, architectural renderings 
32% 

Research data 18% 

Other 2% 

Total 300% 
 

 

Attributions:  Please rate each statement using the following agreement scale  Strongly 
Agree and Agree response provided. 

Combined 

Q10a: The influx of digital transformation technologies including cloud, is increasing our 
overall risk.  58% 

Q10b: Our risk management program and practices are strongly tied to and driven based 
on industry and regulatory compliance. 53% 

Q10c: The level of visibility into our IT environment, including on-premises and cloud, are 
optimized to deliver real-time status of our risk posture. 

36% 

Q10d: The best way to manage risk and overcome resource challenges at our 
organization is co-managing security operations with a security service provider. 

51% 

Q10e: We are tracking the right security metrics and it is easy to communicate them to 
our business executives and board. 37% 

Q10f: Our executives and board track cybersecurity risk as a business risk.  
31% 
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Part 3. Detection of security incidents 
 

Q11. Did your organization experience any of the following security incidents the last 12 
months? Please select all that apply. 

Combined 

Malware attack 55% 

Stolen credentials of employee 50% 

Data exfiltration 43% 

Service disruption 55% 

Ransomware 44% 

DDoS attack 39% 

Man-in-the-middle attack 23% 

Phishing/spear-phishing 45% 

Other (please specify) 3% 

Total 357% 
 

 

Q12. What makes your organization most vulnerable to a data breach? Please select the 
top four reasons. Combined 

Lack of a well-defined security and risk management program 58% 

Security analysts spend too much time on activities outside of threat detection and 
analysis 36% 

Sub-optimal threat detection and analysis due to lack of security tool integration  
39% 

Lack of up-to-date detection content to identify threat indicators 
26% 

Our analysts are not trained/skilled in threat detection and analysis 35% 

Adoption of cloud environments has created a lot of blind spots 54% 

Misconfigurations in cloud implementations 51% 

Insecure interfaces/APIs 39% 

Lack of security awareness and training  30% 

Our security tools are not optimized to keep up with a changing threat landscape 
30% 

Other (please specify) 3% 

Total 400% 
 

 

Q13. On average, how many security tools/technologies do you use for threat detection 
and investigation per incident? Combined 

One 14% 

2 to 5 36% 

6 to10 34% 

10+ 16% 

Total 100% 

Extrapolated value                  6.04  
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Q14. How much visibility do you believe you have across all your security tools, including 
on-premises and the cloud?  Combined 

Less than 10% 14% 

11% to 25% 26% 

26% to 50% 29% 

51% to 75% 18% 

76% to 100% 13% 

Total 100% 

Extrapolated value 39% 
 

 

Q15. How much time does it take to complete detection, investigation and response of an 
average incident? Combined 

Less than 1 hour 13% 

1 to 2 hours 17% 

3 to 6 hours 24% 

24 to 48 hours 23% 

3 to 5 days 14% 

5+ days 9% 

Total 100% 

Extrapolated value (hours) 
                
17.71  

 
 

Q16. What are the challenges or barriers you face to implement effective threat detection 
and investigation? Please select all that apply. 

Combined 

Lack of integrated visibility into cloud and on-premises sources 60% 

Inability to ingest data sources into existing SIEM because it is too expensive 
56% 

Lack of alert fidelity from security tools 47% 

Too much time spent on administering and managing security tools 
43% 

Too much time spent on collecting data from various tools 25% 

Complexity of security stack – too many tools 44% 

Insufficiency of tools for real-time detection 25% 

Lack of contextual intelligence to identify true threats 24% 

Lack of automation to speed up detection and investigation 24% 

Lack of expertise to detect evolving threats 22% 

Other (please specify) 4% 

Total 374% 
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Q17. How could the efficiency of your organization’s ability to detect, investigate and 
respond to threats be improved? Please select the top four choices. 

Combined 

Reduce the number of vendors under contract 44% 

Reduce the number of security tools and simplify and consolidate the security stack 
39% 

Improve visibility by integrating and providing a singular view across tools 
56% 

Invest in emerging technologies 42% 

Invest in staffing and in-house expertise 37% 

Automate low level tasks (like data collection) so analysts can focus on threat hunting and 
analysis 50% 

Engage third-party security service providers to support the existing security staff 
49% 

Increase visibility into IT assets in the organization 50% 

Improve collaboration between IT operations and the IT security team 
31% 

Other (please specify) 3% 

Total 400% 
 

 

Q18. Please rate the effectiveness of the following tools in threat detection, investigation 
and response on a scale of 1 = least effective to 5 = most effective 

Combined 

Security Information and Event Management (SIEM)                     4.0  

Endpoint Detection & Response (EDR)                    4.1  

Cloud Access Security Broker (CASB)                    2.9  

Email security gateway                    2.3  

Web security gateway                    3.4  

Data Loss Prevention (DLP)                    2.6  

User and Entity Behavior Analytics (UEBA)                    3.2  

Security Orchestration and Automated Response (SOAR)                    2.5  

Breach and attack simulation                    2.5  

Average rating                    3.1  
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Attributions:  Please rate each statement using the following agreement scale  Strongly 
Agree and Agree response provided. 

Combined 

Q19a. Our organization is very satisfied with the time it takes to detect, investigate and 
respond to an average incident at my organization. 

47% 

Q19b. Our organization’s security tools need constant tuning and optimization to function 
effectively.  35% 

Q19c. My organization has 360o degree visibility, including on-premises and cloud, of the 
relevant data needed for detection and investigation of threats. 

40% 

Q19d. Our organization’s assortment of disconnected point tools make it difficult to 
access security status, detect cyberattacks or respond to incidents in a timely manner. 

61% 

Q19e. Coverage gaps and lack of visibility make it very difficult and complex to secure 
data and applications in a multi-cloud and hybrid environment. 

62% 
 

 

Q20. Using the following 10-point scale, please rate your organization’s ability to detect 
and investigate threats across your enterprise, including multi-cloud and hybrid 
environments’ confidential information in the cloud from 1 = low ability to 10 = high ability. 

Combined 

1 or 2 10% 

3 or 4 16% 

5 or 6 32% 

7 or 8 25% 

9 or 10 17% 

Total 100% 

Extrapolated value                  5.96  
 

 

Q21. Using the following 10-point scale, please rate your organizations’ ability to respond 
to threats across your organization, including multi-cloud and hybrid cloud environments 
from 1 = low ability to 10 = high ability.  

Combined 

1 or 2 14% 

3 or 4 10% 

5 or 6 28% 

7 or 8 28% 

9 or 10 21% 

Total 100% 

Extrapolated value                  6.16  
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Q22. Using the following 10-point scale, please rate the difficulty to monitor cyberthreats, 
correlate cyberthreat intelligence with internal security telemetry or keep up with the 
tactics, techniques and procedures (TTPs) used by cyber adversaries’ infrastructure. from 
1 = low difficulty to 10 = high difficulty. 

Combined 

1 or 2 8% 

3 or 4 9% 

5 or 6 24% 

7 or 8 33% 

9 or 10 27% 

Total 100% 

Extrapolated value                  6.74  
 

 

Part 4. Security team efficiencies 
 

Q23. How much time, on an average, does your security staff spend on manually 
administering and managing (optimization, writing rules, integrating) tools in a day?  

Combined 

No time at all 14% 

1 to 2 hours 22% 

2 to 5 hours 33% 

5+ hours 31% 

Total 100% 

Extrapolated value                  3.34  
 

 

Q24. Once an alert fires, what is the average time team members spend collecting data 
across all the relevant tools for investigations? 

Combined 

No time, data collection is automated 13% 

Less than 1 hour  22% 

1 to 4 hours 34% 

4 + hours  31% 

Total 100% 

Extrapolated value                  2.59  
 

 

Q25. On average, what percentage of your organization’s security team is trained on its 
security stack? Combined 

Less than 25% 27% 

25% to 50% 35% 

51% to 75% 24% 

76% to100% 14% 

Total 100% 

Extrapolated value 44% 
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Q26. In response to an incident, on average, how quickly can your team act to minimize 
damage? Combined 

No time, our response actions are mostly automated 23% 

Less than one hour 22% 

1 to 3 hours 24% 

4 to 10 hours 18% 

10+ hours 13% 

Total 100% 

Extrapolated value                  3.52  
 

 

Q27. What is the ratio of staff to number of security tools that require management at your 
organization? Combined 

One staff member per tool 17% 

One staff member for 2 to 3 tools 27% 

One staff member for 4 to 5 tools 28% 

One staff member for 6 to 10 tools 18% 

One staff member for 10+ tools 11% 

Total 100% 
 

 

Q28a. Has your organization engaged a managed security services provider (MSSP) or 
managed detection and response provider (MDR)?  

Combined 

Yes 42% 

No (please skip to Q29) 58% 

Total 100% 
 

 

Q28b. If yes, what are the reasons? Please select all that apply. 
Combined 

To address alert overload 36% 

To assist with the integration of tools 40% 

To build detection content 35% 

To deal with our staff shortage 28% 

To conduct breach and attack simulation 33% 

To compensate for the lack of in-house expertise 42% 

To help with hiring, training and retaining staff 34% 

To operationalize proactive threat hunting 41% 

To perform tier one analysis 40% 

Total 330% 
 

 



 

 

 
Ponemon Institute© Private & Confidential Document  Page 43 
 

Q29. If your SecOps team could be extended using an outsourced provider, what 
activities would your organization want them to focus on?  Please select the top four 
choices 

Combined 

Focus on threat detection and correlation 49% 

Focus on incident response and investigations 51% 

Focus on threat hunting 40% 

Provide data collection services so our internal team can focus on threat detection and 
analysis 31% 

Provide managed integration and health status of tools 33% 

Help reduce false positives so we can focus on real threats 39% 

Develop automation playbooks for detection and response 29% 

Provide threat intelligence that is contextual to our business 54% 

Develop and mature a risk management strategy and program 25% 

Provide breach and attack (red team) simulation 24% 

Provide asset discovery services 22% 

Other (please specify) 4% 

Total 400% 
 

 

Attributions:  Please rate each statement using the following agreement scale  Strongly 
Agree and Agree response provided. 

Combined 

Q30a. Our IT security team is spending too much time on data collection activities instead 
of threat detection and analysis. 52% 

Q30b. Automating tasks like data collection can make our security operations more 
efficient. 63% 

Q30c. Automation tools, such as SOAR, are difficult to implement. 
56% 
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Part 5. Cloud 
 

Q31. What security concerns does your organization have with multi-cloud and hybrid 
cloud deployments?  Select all that apply. 

Combined 

Difficulty integrating data sources to gain visibility across these deployments 
52% 

Lack of skills and expertise among staff at our organization 51% 

Lack of visibility into cloud application data 59% 

Lack of control over data 36% 

Inability to monitor data to and from cloud applications 33% 

Inability to track malicious insider activities 27% 

Lack of visibility into cloud provider’s security operations 35% 

Difficulty in tracking misconfigurations 21% 

Insecure interfaces/APIs 18% 

Account hijacking 22% 

Denial of service attacks 43% 

Shared vulnerabilities and responsibilities between us and providers 
40% 

Too many cloud security tools 17% 

Other (please specify) 5% 

Total 459% 
 

 

Q32. What percentage of visibility does your organization have into its multi-cloud and/or 
hybrid cloud deployments? Combined 

Less than 25% 38% 

26% to 50% 29% 

51% to 75% 22% 

76% to 100% 11% 

Total 100% 

Extrapolated value 39% 
 

 

Q33. Who are your organization’s primary cloud service providers? Please select all that 
apply. Combined 

Microsoft Azure 43% 

Amazon AWS 45% 

Google Cloud Platform 36% 

IBM 32% 

Oracle 18% 

Alibaba 11% 

Private cloud 24% 

Other (please specify) 5% 

Total 215% 
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Q34. How many different clouds does your organization use? Combined 

One 34% 

2 to 3 44% 

4 to 5 11% 

6 to10 8% 

11 to 15 2% 

More than 15 1% 

Total 100% 

Extrapolated value                  2.92  
 

 

Q35. Using the scale below from 1 = not confident to 10 = high confidence, how confident 
is your IT security organization in the security of its multi-cloud and hybrid cloud 
environments? 

Combined 

1 or 2 26% 

3 or 4 28% 

5 or 6 15% 

7 or 8 19% 

9 or 10 11% 

Total 100% 

Extrapolated value                  4.71  
 

 

Q36. Using the scale below from 1 = not confident to 10= high confidence, how confident 
are you that your IT security organization knows all cloud computing applications, 
platforms or infrastructure services in use today? 

Combined 

1 or 2 36% 

3 or 4 20% 

5 or 6 13% 

7 or 8 20% 

9 or 10 11% 

Total 100% 

Extrapolated value                  4.55  
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Part 6. Budget 
 

Q37. Approximately, what is the dollar range (US dollars) that best describes your 
organization’s IT security budget for 2021?  

Combined 

Less than $1 million 0% 

$1 to $10 million 4% 

$11 to $25 million 14% 

$26 to $50 million 21% 

$51 to $100 million 27% 

More than $100 million 34% 

Total 100% 

Extrapolated value 41.05  
 

 

Part 7. Your role and organization 
 

D1. To whom does your organization’s top security officer (CISO, VP of Security or 
others) report? Combined 

CEO/Executive Committee 5% 

Chief Information Officer 32% 

Chief Risk Officer 7% 

Chief Technology/Strategy Officer 15% 

Compliance Officer 7% 

Chief Financial Officer 2% 

Chief Operations Officer 3% 

Data Center Management 5% 

Cloud Administration 8% 

We do not have a CISO or VP of Security  13% 

Other (please specify) 3% 

Total 100% 
 

 

 

 

D3. What is the worldwide headcount of your organization? Combined 

Less than 1,000  19% 

1,001 to 2,500 23% 

2,501 to 5,000 16% 

5,001 to 10,000 13% 

10,001 to 25,000 14% 

25,001 to 50,000 9% 

More than 50,000 7% 

Total 100% 
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D4. How are purchase and operational decisions made at your organization with respect 
to cybersecurity? Combined 

Decentralized, each branch or regional/country office makes their own decisions 
34% 

Centralized, every decision is made at HQ  27% 

Combination, while branch/regional/country office can make certain decisions, major 
decisions and approvals come from HQ 37% 

Other (please specify) 3% 

Total 100% 
 

 

D5. How many staff members do you have on your security team? (Please include 
anyone who reports to the security organization (SecOps) - analysts, IR specialists and 
engineers.  Please do not include staff in IT or compliance. 

Combined 

1 to 3 26% 

4 to 6 25% 

7 to 10 25% 

11 to 15 12% 

16 to 25 8% 

26 to 50 2% 

50+ 1% 

Total 100% 

Extrapolated value                  8.66  

 
 
 
Please contact research@ponemon.org or call us at 800.887.3118 if you have any questions 
 
 
 

 
 

Ponemon Institute 
Advancing Responsible Information Management 
 

Ponemon Institute is dedicated to independent research and education that advances responsible 
information and privacy management practices within business and government. Our mission is to conduct 
high quality, empirical studies on critical issues affecting the management and security of sensitive 
information about people and organizations. 
 
We uphold strict data confidentiality, privacy and ethical research standards.  We do not collect any 
personally identifiable information from individuals (or company identifiable information in our business 
research). Furthermore, we have strict quality standards to ensure that subjects are not asked extraneous, 
irrelevant or improper questions. 
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