
biggest cause of complexity is too many  

tools that don’t integrate easily.

are overwhelmed by the number of alerts  

those security tools generate.

Is a lack of visibility the main cause of cybersecurity complexity today?

Complexity is a�ecting how organisations deal  

with cybersecurity skills shortages.

A multi-pronged approach to reduce cybersecurity complexity

Do today’s security tool stacks reduce or worsen complexity?

67% 30% 33%
believe better visibility 

would make the biggest 

di�erence to detection  

and response e�ciency.

say their organisation lacks 

visibility into the users, 

devices and applications 

on their networks.

of professionals feel 

hampered by a lack  

of visibility across 

disparate tools.

their organisation lacks visibility into the users, 

devices and applications on their networks.

Di�erent priorities are emerging across industries and regions:

36% of Eastern European enterprises cite tool 

consolidation as their top security priority.

of companies plan to reduce complexity through 

improved visibility and a singular view across their tools.28%

71%
suggest automating low-level tasks to ease 

the burden on analysts.

46%
of organizations think investing in more sta� is the way to go if you 

want to make a di�erence in improving detection and response.

COMPLEXITY RESULTS

2021 EU & UK CYBERSECURITY  
COMPLEXITY STUDY

Top 3 Targeted  

Investments  

for 2022

1. Cloud security tools

2. Threat intelligence

3. Security Orchestration and 

Automated Response (SOAR)

Within the 2021 EU & UK Cybersecurity Complexity Study, 87% of 

participants believe their organisation has an average or above 

average ability to respond to today’s threats. However, adversaries are 

evolving and the cybersecurity landscape is ever-changing.

This study delves deep into the causes of and strategies for 

approaching security complexity from the perspective of enterprises in 

the EU and UK regions. Learn how visibility, sourcing the right security 

talent, and automating tedious tasks all help to reduce cybersecurity 

complexity and streamline response.

24%

30%

47%

40%

51%

15%

of enterprises say a lack of skilled sta� is the 

biggest inhibitor to e�cient security operations.

agree that sophistication of adversaries and 

attacks impacts their ability to defend against 

cybersecurity incidents.

are turning to MSSP/MDR vendors to ease the 

alert fatigue issue that plagues security analysts 

in on-premise security operations centres.

89% of those in the energy sector agree improved visibility 

is the top priority for better threat detection and response.

46% of healthcare organisations use a third-party SOC, 

which is 19% higher than the average across all industries.

ReliaQuest, the leader in Open XDR-as-a-Service, is known for being the force multiplier for security operations 

teams. ReliaQuest GreyMatter is a cloud-native Open XDR platform that brings together telemetry from any 

security and business solution, whether on-premises or in one or multiple clouds, to unify detection, investigation, 

response, and resilience. ReliaQuest combines the power of technology and 24/7/365 security expertise to give 

organizations the visibility and coverage they require to make cybersecurity programs more e�ective.
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