
RELIAQUEST GREYMATTER: RISK SCENARIOS MAPPING

Assessing and Taking Action to Protect Against Cyber Risks

Risk Scenarios

S O L U T I O N  B R I E F

While security organizations invest in tools, technologies, and people as part of maturing their security program, it 

is becoming increasingly di昀케cult to understand if these investments actually strengthen security posture. Equally 

challenging is the task of conveying effectiveness of the security program and risk posture in a language that 

leadership understands. Security teams collect a lot of technical and operations metrics, while business leaders 

want to know how the organization is prepared to protect against risks and threats of concern.

These are some of the questions security leaders must answer when news of a cyber breach hits the wires.

Overall, the variety and technical nature of tool-speci昀椀c reports or compliance checklists create di昀케culties in 

accurately assessing the security team’s ability to conduct effective detection and response. Moreover, the metrics 
provide a snapshot in time and do not lend themselves to providing guidance on improvements to mature the program. 
Traditional metrics such as rates of alarms, time-to-triage, mean-time-to-detect/mean-time-to-respond, number of 

patches, and others are important but do not provide a holistic picture on state of security or degree of risk protection. 

These traditional metrics are often meaningless to individuals outside the security team and fail to help organizations 

understand their current state of security or their security model maturity. This gap leaves them shorthanded when it 
comes to communicating cyber risk or threats of concern to the business. 

ReliaQuest GreyMatter codi昀椀es state of coverage into Risk Scenarios so that security leaders have a real-time view 
into how they are performing against individual threats or cyber risks they are concerned about. With Risk Scenarios, 
ReliaQuest has identi昀椀ed the various cyber risks or threat types that an organization may care about. These include 
four dimensions of risk:

EXPLOITATION 

involves malicious actors attempting to get into an organization’s systems by exploiting a particular path. 
Common exploitation vectors include phishing, remote access, and weaknesses in the supply chain.

INFILTRATION 

is when attackers use an initial compromise to move to high-value targets located elsewhere in the network. This 
phase typically relies on stolen credentials and/or movement across different systems and network segments.

EXFILTRATION  

amounts to the theft of data. Those details can take on various forms including payment card information (PCI), 
protected health information (PHI), intellectual property (IP), and personally identi昀椀able information (PII). 

DISRUPTION  

refers to the use of attack methods, such as ransomware, that compromise functionality and/or 
performance of a business-critical service or application.

How well are we protected 

against ransomware? 

How much coverage do we have 

against a certain malware that we 

heard about in the news?



GreyMatter maps a roll-up of deployed detection rules and total possible detection 
rules for each of the subcategories of the four cyber risk areas discussed above. 

Users can visualize their current coverage within each Risk Scenario category without 
losing the ability to drill down to the speci昀椀cs. The chart links out to a detailed view 
of rules (deployed and not) based on what they’re most interested in viewing.

By gaining visibility into detection coverage that pertains to relevant risk scenarios, 
security teams can track their efforts to defend against threats of particular concern 
to the organization. As such, Risk Scenarios help CISOs to align their security 
initiatives to the business and easily communicate with non-security stakeholders.

For security teams that seek to improve their posture and proactively manage risk, 
ReliaQuest GreyMatter delivers actionable metrics against risk scenarios so they 
can understand coverage and gaps in real time. Unlike other reporting products, 
GreyMatter delivers actionable metrics in a centralized, contextual view, helping 
you to prioritize and communicate status across the business and continuously 
improve your program.

DEPLOYED RULES   

are those that a customer has deployed in its environment and actively uses to detect threats 

or indicators of threats.

TOTAL POSSIBLE RULES   

are the total universe of detection rules available for deployment. This includes rules already deployed and 

those that cannot yet be deployed since the customer environment may not have the tools to support them.

ReliaQuest continuously develops detection rules for every threat category and risk scenario based on its 

industry-leading threat research and hunting across its global customer base. Detection rules fall under two categories:
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BENEFITS

• Reduce the communication gap 
  between business and security.

• Optimize investments by 
  leveraging suggestions and 
  recommendations on closing 
  coverage gaps.

• Mature cybersecurity program 
  based on actionable insights 
  against cyber risk types of 
  most concern.


