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Introduction

A dynamic threat landscape and an evolving IT environment coupled with a critical skills shortage are 
driving security leaders to look for pragmatic options for protecting enterprise assets and enabling the 
business. More and more organisations are turning to Managed Detection and Response (MDR) to ful昀椀ll 
those goals.

MDR is an outsourced cybersecurity service where a trusted third party manages threat monitoring, 
detection, and incident response for the organisation. This makes the third party responsible for 
monitoring the security ecosystem 24/7 in real time, detecting threats like ransomware, malware, 
and phishing attempts and investigating them. Additionally, they either respond to threats or provide 
the necessary information so the organisation’s security team can act. 

MDR providers use various security initiatives to ful昀椀ll their obligations to their customers. Normally, 
an MDR platform couples real-time monitoring with a more traditional approach to threat detection 
and response that brings together a Security Information and Event Management (SIEM) technology, 
endpoint detection and response (EDR), or endpoint protection platforms (EPPs). It may also leverage 
other components such as threat intelligence and threat hunting.

Many MDR providers look to proprietary or white-labeled solutions to achieve those functionalities in 
a turnkey fashion. In such cases, the MDR may or may not be capable of leveraging the customer’s 
existing security tools and technologies. If it isn’t, the outcomes a company can achieve are largely 
dependent upon and limited to the MDR provider’s tools, approach to security monitoring, the 
processes they use, threat intel sources they use for context, and the data sources on which they 
rely to learn about threats. If an organisation is keen on empowering their existing current security 
technologies or needs a partner who can help them mature their security operations, this turnkey 
approach will fall short.
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Why look for an MDR solution?

An MDR provider is a good option if your organisation is faced 
with any of the following challenges:

Some customers need a solution that can help to reduce work for both 
them and their team while increasing their level of security maturity. 
It’s important to reduce work where possible, as security teams are 
already feeling overworked these days. For instance, a 2021 survey 
by ITProPortal found that 51% of cybersecurity professionals have 
trouble sleeping at night due to work.

In the same survey, 8 in 10 clari昀椀ed 
that they’ve been more anxious in 

the wake of the pandemic than before. 

Almost half (47%) of cybersecurity 

professionals work a minimum of 41 

hours a week. Some said that they 

regularly worked as many as 90hours 

a week. By augmenting the team with 

outside expertise in incident response, 

you can reduce the burden and fa-

tigue while redirecting them to high-

er-level initiatives.

Many organisations don’t have a security 

team that’s larger than a handful of people. 

With this limited number of personnel, it’s 

not always easy to keep security initiatives 

moving along. Organisations might want 

to bring on additional security personnel 

to address this obstacle, but that’s not 

always easy with the ongoing 

cybersecurity skills gap. 

The challenge is 昀椀nding personnel with 

the requisite skills and expertise to ful昀椀ll 
organisations’ security needs. It’s also 

keeping those professionals once 

they’re hired. 

Overburdened 

security teams

of cybersecurity professionals work 

a minimum of 41 hours a week.

Lack of team

bandwidth

This is a challenge for 

two-thirds of organisations, 

per Help Net Security,  

as cybersecurity personnel 

commonly leave due to being 

recruited by another company, 

poor 昀椀nancial incentives, high 
stress levels, or a lack of 

management.
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Many of today’s organisations take a reactive approach to security. In many cases, their reactions to 
cyber threats are ad-hoc. There’s no standardised process for collecting data, parsing, normalising, 
and piecing data and context together to make decisions and act. So, security analysts often resort 
to manual processes each time something happens, a type of response that is slow, labour-intensive, 
and error-prone, thereby undermining organisations’ security posture.

It is not enough just to invest in just a few tools. Without the proper expertise and processes, sparse 
security teams can be overwhelmed with alerts from disparate tools, which can put them in constant 
昀椀re drill mode and cause them to miss legitimate security warnings.

Missed security warnings mean that security teams don’t spot threats before they start in昀氀icting damage. 
That explains why data breaches are so costly these days. In its Cost of a Data Breach Report 2021, 
for instance, IBM found that the average price tag of a breach had increased nearly 10% year over year 
to $4.24 million. 

That’s the highest cost of a data breach in the report’s history, IBM explained, and it traces back to 
organisations’ inability to identify and contain a data breach promptly. IBM found that an attacker enjoys 
an average “dwell time” of 287 days from the time they 昀椀rst establish a foothold in a target’s network to 
the time when security teams render them benign. That’s seven days longer than the 昀椀rm’s previous report.

Low security

capability
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Organisations might be aware of technology such as EDR as well as SIEM, but they might not want to acquire, deploy, and manage them. And in 
some cases, these tools can’t scale or can be cost-prohibitive to ingest data spread across on-premises, cloud, and hybrid environments. Further, 
it’s hard to know which data sources will be most relevant in the context of a security investigation, who owns those sources, and where they reside. 

Additionally, these tools need to be continuously optimised and maintained to ensure best performance and 昀椀delity. The requirement to keep 
these tools operational requires signi昀椀cant skills to provide value to security practitioners, versus being a source of noise and distraction. 
Both SIEM and EDR are foundational tools for implementing solid security posture but require threat detection content creation, tuning, and 
optimisation. In addition, given the disparate nature of these tools, integrating them to detect and analyse threats is essential, which is no easy task.

Many organisations are pursuing digital transformation projects. Absent a consideration for security, however, those projects can leave organisations vulnerable to digital threats. 
More than four-昀椀fths (82%) of IT security and C-level executives told the Ponemon Institute in its Digital Transformation and Cyber Risk report that they’ve experienced at least 
one data breach following digital transformation. 

Source: Digital Transformation and Cyber Risk report, Ponemon Institute, 2020

Survey participants named misalignment between security and the C-suite as the primary cause of security vulnerabilities during digital transformation projects, 

with just 16% of respondents saying those business units were fully aligned. 

Awareness of other 

technologies’ limitations

Inability to keep pace with business 

demands for speed or change

Both SIEM and EDR are 

foundational tools for 

implementing solid security 

posture but require threat 

detection content creation, 

tuning, and optimisation.

4



How MDR could address security challenges

First, MDR enables companies to expand their capabilities without needing to hire 
or build expertise. That’s because most MDR providers equip their customers with 
24/7/365 coverage. 

Second, many MDR platforms come with triage/alert forwarding. This capability can help 
organisations prioritise security threats so they can act on the most serious issues 昀椀rst.

Most MDRs bring deep expertise in threat detection, investigation, and response, giving 
them the ability to weed out a lot of false positives upfront. In many cases, their threat 
intelligence capabilities help provide additional context to threats, further enhancing 
the 昀椀delity of the signal.

In a dynamic threat landscape, the “network effect” is another advantage offered by 
MDR providers. Since they service more than one organisation, they have the bene昀椀t 
of monitoring multiple networks, giving them the bene昀椀t of identifying threats before 
a single organisation becomes aware of them.

No MDR offering is complete without out-of-the-box content. To help security teams, 
many MDR providers, therefore, codify detection and hunt content, keeping the 

customer up to date against the threat landscape. They also use best practices 

and focus on continuously improving their capabilities, making it easier to be 

nimble when new wide-ranging threats do occur.

Many organisations may not have the necessary tools, and MDR providers offer 

capabilities to provide comprehensive protection. In cases where the enterprise 

has invested in tools, MDR providers should be able to extend these existing 

investments by operationalising and optimising them and seamlessly integrating 

them into their provider platform.

Advanced MDR providers will deliver actionable metrics that go beyond the 

day-to-day technical metrics. These metrics are geared towards helping security 

leaders understand their overall status of operations, suggest improvements they 

could make to enhance security posture, and help translate the organisation’s 

stance against risks to the business at large, reducing any communications gap.
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Detection is the process of building logic to look for certain scenarios or 昀氀aws and 
alert based on the criteria being met. Detection rules are typically built into a SIEM 
and/or EDR tool, with other data sources feeding in to trigger the detection logic. 

The MDR provider manages all stages of incident response, taking the burden away 
from security teams who may not necessarily be skilled in all aspects of the process. 
Because of the expertise they bring, MDR providers typically can perform these functions 
much faster through codi昀椀ed best practices, up-to-date detection content, and automation.

The degree of detection content provided may vary – ranging from standard detection 
content to customised ones speci昀椀c to your organisation, risk pro昀椀le, and technologies 
invested. Response actions can be performed by the MDR provider or managedby 
the in-house security team based on the organisation’s requirements.

Pros of MDR

Accelerated detection and response

Pros and cons of MDR
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If they lack the internal resources to do it on their own, organisations need to have 

an MDR offering to watch their systems 24/7/365. This is important because digital 

attackers don’t always target organisations when it’s convenient for their security 

personnel to launch a response. On the contrary, malicious actors often plan their 

attacks for when they think that fewer security personnel are on duty so that they 

can breach and increase their dwell time in their targets’ systems. 

The U.S. Cybersecurity and Infrastructure Security Agency (CISA) revealed as much 

in an alert released just before September 6, 2021 (Labor Day in the United States). 

Together with the FBI, CISA said that it had witnessed an increase of “impactful attacks” 

affecting U.S. organisations around holiday weekends during the summer. It went on 

to reason that the tactic “provides a head start for malicious actors conducting network 

exploitation and follow-on propagation of ransomware, as network defenders and IT 

support of victim organisations are at limited capacity for an extended time.”

Through MDR, organisations can rely on a trusted third party to protect them against 

carefully timed attacks. They can use that provider to help preserve their security 

posture even when fewer team members are available. This can ensure that they 

can keep their assets safe around the clock.

Secure constant coverage of systems
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Organisations don’t always have the necessary support to address incident 

response effectively. In a 2021 Ponemon survey sponsored by ReliaQuest, 

49% of respondents said that engaging third-party security service providers 

to support the existing security staff is one of their top choices for improving 

the ef昀椀ciency of their organisation’s incident response. 

51% of respondents said the best way to manage risk and overcome resource 

challenges at our organisation is co-managing security operations with a security 

service provider. An MDR affords organisations to get the right amount of support. 

While entry-level MDRs provide turnkey approaches, advanced MDR providers 

can help you curate services and support based on your business strategy, 

security maturity, investments, and requirements. 

As we discussed above, security teams are overworked. If you prefer to start 
from scratch, the MDR provider can bring their own technology stack to deliver 
services. If your requirement is to extend security investments you have made, 
an MDR can help reduce complexity by integrating and optimising various 
tools, automating repetitive tasks and similar work duties. That integration 
and automation component is important because having an integrated 
stack provides better data on which to base detection logic and accelerate 
investigations. Automation capabilities help to provide higher-昀椀delity alerting 
and collection of artifacts in the context of an investigation to help the incident 
responders at your MDR provider contain threats quickly. 

Further, because your MDR provider has better information, they are only 
escalating a very small percentage of issues and can provide you with better 
information to accelerate any response needed on your end. In response, 
security teams can spend their time on more important projects.

Get the right amount of support for incident response Minimize team management and overhead
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With some MDR providers, the service provider platform might be a black box. This could lead to lack of visibility, and, in some cases, control over what is being 
detected and how investigations are conducted. In addition, lack of visibility into processes could mean the customer will not be able to identify gaps and develop 
plans to cover them.

Relationships are important in all aspects of cybersecurity. That includes working with a managed solution provider. If organisations go with an MDR platform, 
they need to make sure they can maintain a collaborative relationship and transparency with their provider so that they can scale or change their service with 
their evolving security requirements.

The customer might have already invested in tools, and if the MDR provider has a standard stack, the customer-purchased tool essentially becomes shelf-ware. 
They could thus lose out on the context that the tool could provide, and if they still need it to monitor for a speci昀椀c threat and the MDR doesn’t support it, they 
still need the people power to manage and leverage that tool.

Acknowledging this obstacle, organisations need to research their MDR options carefully. It should not be necessary for them to replace their existing security 
tools with an MDR provider. All it takes is a bit of digging to 昀椀nd a provider that works with their existing technology.

Cons of MDR

Less control over visibility, technologies, investigations, and processes

Lose ability to recoup value on existing tech investments
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How to evaluate an MDR vendor

Here are 10 questions that organizations can ask an MDR vendor 
as part of the vetting process:

Through a blend of custom 
detection content and 24/7/365 
incident response capabilities, 
your provider should be able to 
showcase how effectively they close 
gaps for customers and show how 
they are doing against cyber risk 
scenarios that most concern them.

1

How will the provider 

reduce risk speci昀椀c to 

my organisation? 

Organisations have limited resources 
and don’t want things to spiral out of 
control. Simultaneously, they might 
want to see if the cost they’re about 
to pay allows them to scale their 
security needs as their business 
priorities change.

If not, what’s the point? It’s like relying on only EDR. Attack chains 
might start at the endpoint, but they then can move laterally to other 
network resources before attempting to ex昀椀ltrate sensitive information. 

MDR solutions need to provide visibility of attack chains in their entirety. 
If the security event data isn’t uni昀椀ed, it’s just a bunch of alerts that 
could lead security professionals down rabbit holes of investigating 
false positives. That’s no better than a SIEM.

2 3

Is the cost 

predictable? 

Can the provider pull information from 

multiple sources and present them 

in a uni昀椀ed view? 
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This goes back to IBM’s Cost of a Data Breach study. An accelerated response means the potential 
to lower the costs associated with a data breach. In cases where you want to handle the response, 
ask what the process and SLA behind this is and what automation capabilities you could avail to 
accelerate response at your end.

4

Does the provider have automation 

capabilities to accelerate response?

Absent internal expertise, organisations might not know which reporting or measurement methods to 
use. They might therefore try to implement these on their own, raising the possibility of human error. 
Even if they got them right, organisations couldn’t enact those implementations within the MDR platform, 
anyway, thus creating more work. Most importantly, metrics delivered by the MDR provider should go 
beyond the usual technical ones and be actionable for you so you can not only understand your state 
but make informed decisions on improvements and easily translate them to the business.

5

Are reporting and measurement 

capabilities included? 

6

Does the provider offer threat hunting as 

wide-ranging and emerging threats occur?

With threat hunting, organisations can assume a proactive security stance through which 
they can 昀椀nd threats before they become an issue. They can then use that to lower the 
costs of potential security incidents and stay on top of the evolving threat landscape.

This is an important consideration based on your security strategy, maturity, and investment levels. 
Your security maturity will dictate which MDR you choose. If you have no tools or are willing to trade 
your investments for whatever the MDR provides, you might not be tied to the technologies used to 
deliver the services. There are good reasons for insisting on sticking with your existing toolset, though. 
If you’re planning on moving toward a co-managed program or if you eventually want to build out your 
own tech stack, you should look for a provider that can accommodate your plans.

7

Can the provider integrate with an 

organisation’s existing tools, or are 

they locked in to certain vendors?
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The differentiator here is transparency. If the organisation opts for a provider that prioritises 
transparency, they should be able to see the detection content built in their tools and the process 
the IR team follows. Ideally, the provider would have a real-time reporting dashboard that shows 
metrics in terms of mean time to respond (MTTR), the number of alerts, false positives, 
recommendations, etc. By choosing a transparent provider, the organisation can inspect what 
the MDR provider is doing for them at any time and have real-time metrics they can share out 
with their peers or leadership.

How will an organisation know whether 

the MDR provider is meeting its needs?

9

This type of focus gives organisations the peace of mind to know that someone is consistently 
managing their MDR solution and, by extension, the security of their systems. Consistency in 
that sense can lead to better visibility over the long term.

If they don’t, organisations will need to start all over while they look for another MDR provider. 
This possibility might be enough to drive organisations to enlist with other MDR providers in 
the 昀椀rst place.

8

10

Does the service include a dedicated customer service 
manager who tracks and reports on progress against 

their key initiatives, timelines, and critical events? 

If the organisation parts ways with their 
MDR provider, do they keep the tools, detection 
content, and process they’ve de昀椀ned together? 
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It’s also important that organisations keep the following MDR capabilities in mind:

Extension of the 

security team: 

Evolving content to 

reduce false positives: 

Dedication to advancing 

their security goals: 

Goal setting 

and review: 

Clear presentation 

of metrics: 

When they leverage the 
right provider, organisations 
can use MDR to accelerate 
incident response and 
minimise costs. 

They can also use it to build 
and maintain detection 
content that’s relevant to 
their business size, industry, 
location, technology stack, 
and high-priority threats. 
If the detection approach 
isn’t relevant or is 
one-size-昀椀ts-all, it leaves 
gaps and slows response.

Organisations need to 

be able to measure the 

ef昀椀cacy of their security 

program if they want to 

make changes that align 

with their needs.

Security is a dynamic 

process. Goals are 

constantly changing, 

which means that 

organisations need to 

work at security on an 

ongoing basis so that 

they can evaluate what 

they’re doing and make 

changes accordingly.

The last thing organisations 

want is for their security 

teams to waste their time 

investigating false positives. 

This takes them away from 

other security projects and 

legitimate security concerns. 

With up-to-date detection 

content, such waste is 

less likely.

Organisations need a 

trusted partner who 

can help them meet 

their evolving security 

requirements—including 

those that emerge as 

part of their digital 

transformation projects.
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Summary

About ReliaQuest

In the face of a dynamic IT environment and evolving threat landscape, security leaders are increasingly looking to MDR as a viable option. 

For the best chance of a successful relationship, map the capabilities of the provider with your needs based on your current and strategic goals. 

The right partner should understand your security maturity and IT strategy and work with you to not only protect your business but enable secure operations and improve over time. 

ReliaQuest GreyMatter uses a combination of services and technology to deliver MDR outcomes for organisations looking to improve their 

security posture. ReliaQuest can provide a tech stack to those organisations that do not have any tools. 

Alternatively, organisations that have invested in security tools don’t need to replace them or hire more personnel because ReliaQuest force 

multiplies their existing teams to make the most out of their SIEM, EDR, public clouds and other technologies to save them money and time. 

ReliaQuest uses detection content mapped across Kill Chain and MITRE ATT&CK frameworks as well as automated response playbooks to 

keep customers safe against emerging threats.
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