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Introduction

Today’s security teams face a threat and risk landscape that is treacherous and constantly evolving. But security 
leaders are undeterred, remaining focused on their primary mission and prioritizing strategic initiatives to protect and 
enable the business. Despite this determination, the challenging threat terrain combined with the chaos of a more 
dynamic IT environment has many teams struggling to keep pace. They’re hindered by the lack of fundamentals within 
their organization, including:

That’s the overall takeaway from a survey recently conducted by Ponemon Institute and sponsored by ReliaQuest. 
Ponemon surveyed 1,000 security leaders (Manager and above) in the United States and the United Kingdom who 
are familiar with their organization’s security operations and strategy. The 昀椀ndings are presented in the research report, 
Making Security Possible and Achieving a Risk-Oriented Security Posture, compiled by Ponemon Institute, which is 
available for download on the ReliaQuest website. 

This executive summary provides an overview of select 昀椀ndings from the study. These data points help to 
underscore how many security professionals are prioritizing initiatives to enable the business, but for various 
reasons, are hamstrung in their ability to achieve their objectives.  

Following is a closer look at some of the survey results related to the opportunities for improvement in enterprise 
security, presented as three opportunities for improvement: 

Also in focus are the many positive things security teams are planning or already doing to make security possible 
and help their organization achieve a risk-oriented security posture.

• An integrated view of risk • Detection of security incidents • Security team e昀케ciency

Proper metrics to measure 
the effectiveness of their 

security programs

Holistic visibility across the 
many disparate security tools 

in the security stack

E昀케ciency in their ability 
to detect, investigate and 

respond to threats

Opportunity For Improvement: An Integrated View of Risk

Enterprises have hastened or expanded their migration to the cloud since the start of the COVID-19 crisis to support 
sustained remote work on a mass scale, drive new business models, and better serve customers. While a necessary 
move, an unwanted side effect for many organizations and their security teams has been an even more complex, 
porous, and murky IT environment to monitor and protect. 

But the cloud isn’t the only culprit for these conditions. In the Ponemon Institute study, 60% of respondents noted 
that their organizations lack integrated visibility into their on-premises solutions as well as their cloud solutions. 
This lack of overall visibility into the IT environment is a signi昀椀cant obstacle to effective threat detection and 
investigation practices.  

60% of organizations lack integrated visibility 
into their cloud and on-premises solutions. 
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Top security priorities include more visibility, 

better metrics

Other high priorities include secure cloud 

migrations, adoption of zero trust principles

Security teams’ desire to increase visibility comes through in 
the top security priorities cited by respondents to the survey. 
Fifty percent of security leaders said that it’s a high priority 
for their organization to implement an integration strategy 
to drive holistic visibility across security tools. And a nearly 
equal percentage (49%) said their organization plans to 
develop metrics to help align security and the lines of 
business with the organization’s goals. 

For many security teams, these security priorities are 
fueled by the desire to overcome obstacles impeding the 
implementation of a risk management program. Nearly 
two-thirds (64%) of respondents said the lack of standardized 
metrics to measure progress in their organization was a key 
hurdle to progress, for example. Fifty-six percent cited the lack 
of visibility into risks, and 42% pointed to the lack of visibility 
and control over the adoption of new technologies, including 
cloud, as a major obstacle.  

Not surprisingly, given the accelerated cloud adoption trend, 
migrating applications to the cloud securely is a top aim for 
many security teams (57%).

Implementing Zero Trust principles as part of the organization’s 
security strategy is also on the priority agenda for almost half 
(48%) of the security leaders surveyed. However, the ability to 
enforce these principles effectively hinges on whether security 
teams can gain an integrated view into the enterprise’s IT 
environment, including cloud assets.

What Metrics Are

Security Teams Tracking?

Ponemon Institute asked security 
leaders what metrics their 
organization uses to understand 
its security posture. Following 
are the top 昀椀ve responses:*  

Notably, only 36% track 
visibility across their 
environments and few 
organizations—just 12%—
reported that they track the 
lateral movement of adversaries. 
That’s likely due to their lack 
of overall visibility into the 
organization’s IT environment. 
In short, they can’t track what 
they can’t detect.  

*More than one answer 
was permitted.

48% of security teams plan to 
implement Zero Trust principles 

as part of their organization’s 
security strategy.

55%

53%

47%

47%

Number of vulnerabilities
and patches applied

Number of security
incidentsor alerts per day

Risk score based on impact
to operations such as
downtime and time-to-patch

Risk score based on a
proprietary algorithm
speci昀椀c to the organization

62%

Risk score based on business
impact (e.g. revenues, supply
chain issues)
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Opportunity For Improvement: Detection of Security Incidents

The Ponemon report notes that the risk management programs in most enterprises today aren’t assessed and 
measured properly. Well over half of the respondents (58%) said their organization doesn’t have a risk management 
strategy and decision-making structure. This 昀椀nding adds dimension to another noteworthy survey result: 58% of 
security leaders reported that the lack of a well-de昀椀ned security and risk management program is the top reason their 
organization is vulnerable to a data breach.  

The cloud is also a security concern. Fifty-four percent of respondents said the adoption of cloud environments has 
created blind spots that make the enterprise vulnerable to a data breach. And just over half (51%) of the security 
leaders surveyed said miscon昀椀gurations in cloud implementations is a factor for increasing data breach vulnerability. 

Lack of a well-de昀椀ned security 
and risk management program.

Adoption of cloud environments 
has created a lot of blind spots.

Miscon昀椀guration in cloud 
implementations.

58% 54% 51%

58% of security leaders point to 
the lack of a well-de昀椀ned security 
and risk management program as 
the top reason their organization 
is vulnerable to a data breach.
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Too many tools and the lack of visibility undermine team agility

Faster responses require increased visibility into tools and assets

16%

34% 36%

14%

A data breach is more of a “when” than an “if” scenario for enterprises today. Yet, the security teams these businesses 

rely on to help them detect, investigate, and respond to breaches are often constrained by the tools meant to help them 

be more effective.  

Security teams are often working with many tools simultaneously—and many of these tools don’t integrate well with 

each other. Forty-four percent of respondents point to security stack complexity (i.e., too many tools) when asked what 

challenges or barriers they face in implementing effective threat detection and investigation. Half the respondents said 

their teams have to hop between six or more tools per incident; only 14% of respondents reported having just one tool 

for threat detection and investigation per incident.

When asked how their organization could enhance its ability to detect, investigate and respond to security threats, 

topping the list was improving visibility by integrating and providing a singular view across security tools. 

Another top tactic, according to security leaders surveyed, is automating low-level tasks like data collection so that 

analysts can focus more on threat hunting and analysis. However, many respondents also reported that their teams 

昀椀nd it challenging to implement automation tools.

Top Challenges or Barriers to Implementing Effective Threat Detection and Investigation

Total = 100%  |  Extrapolated Value = 6.04

Security staff are also burdened by the lack of visibility 

across tools. Just 13% of security leaders said their team 

has over 75% visibility across all of their security tools,  

including on-premises and cloud tools. What’s the impact 

of these realities on a security team’s ability to deliver 

threat detection, investigation, and response? 

The Ponemon Institute survey found that teams are 

spending about 17.7 hours to complete those three 

critical processes following an average security incident. 

Few of the respondents (13%) said their teams can 

complete these processes in less than 1 hour. 

So, it’s no surprise that 61% of respondents said the 

assortment of disconnected point tools makes it di昀케cult to 
access security status, detect cyberattacks or respond to 

incidents timely. And 62% pointed to coverage gaps and lack 

of visibility as the factors  making it very di昀케cult to secure 
data and apps in a multicloud and hybrid environment. 

2 to 5 6 to 10 10+

60%

One

56% 47%

Lack of integrated 
visibility into cloud and 
on-premises sources

Inability to ingest data 
sources into existing SIEM 
because it’s too expensive

Lack of alert 
昀椀delity from 

security tools
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About half of the respondents (49%) said that engaging third-party security service providers to support 

existing security staff could also help their organization improve its ability to detect, investigate and 

respond to security threats.  

44%

49%

50%

50%

56%

0% 10% 20% 30% 40% 50% 60%

Reduce the number of vendors under contract

Engage third-party security service providers to
support the existing security staff

Automate low level tasks (like data collection) so
analysts can focus on threat hunting and analysis

Increase visibility into IT assets in the
organization

Improve visibility by integrating and providing a
singular view across tools

Opportunity For Improvement: Security Team Ef昀椀ciency

Security teams need to work e昀케ciently to be effective, of course. But how can they be e昀케cient when their member 
are spending more than 3.3 hours per day, on average, administering and managing tools? Nearly one-third of 

respondents said their teams spend more than 昀椀ve hours on these tasks, which include optimizing, writing rules 

for, and integrating tools.

The number of tools each team member has to manage is another 

drag on e昀케ciency. Only 17% of respondents reported that the 

ratio of security staff to the number of security tools requiring 

management is one team member per tool; in fact, 57% said 

that each person typically manages four or more tools.   

One staff member per tool

One staff member for 

6 to 10 tools

One staff member for 

10+ tools

One staff member 

for 2 to 3 tools

One staff member for 

4 to 5 tools

11%

18%

28%

27%

17%

Total = 100%

5



Additional 昀椀ndings from the Ponemon Institute survey highlight other ine昀케ciencies undermining the productivity 
and performance of many security organizations today. For example:

Security teams can’t be expected to respond swiftly to security incidents — let alone stay ahead of risks — when they 
have too many tools for threat detection, investigation and response to manage or they don’t know how to use them. 
The lack of visibility that exists across security tools and into the IT environment only adds to the challenge. But think 
how effective these teams could be if they had:

• Proper metrics to measure the effectiveness of security programs.

• Holistic visibility across the many disparate security tools in the security stack.

• E昀케ciency in their ability to detect, investigate and respond to threats timely.

Does your security team have these fundamentals? If not, now is the time to ensure that they do. To view the full 
昀椀ndings from the recent Ponemon Institute survey of IT leaders in the United States and the United Kingdom, download 
the free research report, Making Security Possible and Achieving a Risk-Oriented Security Posture, from ReliaQuest.

Only 14% of respondents said that 75% or more of their security team members are trained 
on the organization’s security stack.

52% of security leaders said their team spends too much time 
on data collection activities.

About ReliaQuest

ReliaQuest, the leader in Open XDR-as-a-Service, is known for being the force multiplier for security operations teams. 

ReliaQuest GreyMatter is a cloud-native Open XDR platform that brings together telemetry from any security and 

business solution, whether on-premises, or in one or multiple clouds, to unify detection, investigation, response and 

resilience. ReliaQuest combines the power of technology and 24/7/365 security expertise to give organizations the 

visibility and coverage they require to make cybersecurity programs more effective. 

 

Hundreds of Fortune 1000 organizations trust ReliaQuest GreyMatter to operationalize security investments, ensuring 

teams focus on the right problems while closing visibility and capability gaps to proactively manage risk and accelerate 

initiatives for the business. ReliaQuest is a private company headquartered in Tampa, Fla., with multiple global 

locations. For more information, visit www.reliaquest.com or contact us.

   Copyright © 2021 ReliaQuest, LLC. All Rights Reserved. ReliaQuest, RQ, and the ReliaQuest logo are trademarks or registered trademarks of ReliaQuest, LLC of its af昀椀liates. All other products names and/or slogans mentioned 

herein may be trademarks or registered trademarks of their respective companies. All other information presented here is subject to change and intended for general information. Printed in the USA.

3.3 hours: the average amount of time security 
team members spend per day administering and 
managing security tools.

https://www.reliaquest.com/
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