
Make Security Possible

Board Questions Actionable Metrics Bene昀椀ts

Are we going to 
be breached? 

• Risk scenario coverage

• MITRE ATT&CK coverage

Measuring security across different 
environments, types of data, potential 
attack points, and context gives a better 
understanding of vulnerabilities. This 
helps improve security by using new 
data and analytics, and it allows the 
board to easily understand the results.

Are we protected 
against known threats 
and exploits? 

• MITRE ATT&CK coverage

• Log source coverage 
and diversity

Provides a quantitative response around 
what you have visibility into and detection 
coverage for.

What are our 
greatest risks?

• Risk scenario coverage

• MITRE ATT&CK coverage

Shows your current level of protection and 
critical gaps that need addressing. This can 
require an understanding of where critical 
data assets are located as well as threats 
speci昀椀c to your industry and environment. 

Should our investment 
levels in security 
change, and if so, how?

• MITRE ATT&CK coverage

• Log source coverage 
and diversity

Visibility metrics expose gaps in the 
security program, while detection coverage 
determines what gaps need to be 昀椀lled to 
increase detection of techniques by either 
optimizing existing tools, or if a new 
investment is needed.

How well can we 
detect attacks?

• Detection coverage

• False-positive rate

Analyzing security investments and 
security tool performance provides 
a realistic understanding of ROI.

Are we adequately 
staffed to address risk?

• False-positive rate 

• Response rate 

• Team performance

Allows you to evaluate effectiveness 
and where additional resources may 
be required.

How long is it taking 
to detect threats 
and respond?

• MTTR
Provides a trendline to understand 
and improve your DIR process.

Are we better protected 
today than yesterday?

As the business 
changes, is security 
keeping up?

What project(s) 
should be prioritized? 

• DIR automations

• MITRE ATT&CK coverage

• MTTR trendline

Trends combining visibility, detection 
coverage, and team performance scores 
provide an understanding of security 
maturity. Teams can also drill down to 
speci昀椀c coverage areas or threat types 
to explain if protection meets risk tolerance 
levels. They can also compare metrics 
across operating companies or new 
business units.

Board Questions and the Metrics That Answer Them


